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1. %o dstinction is wade betwasn the term *ssourity information”
ap used prier to 15 Necember 1953 and the term "defense information® =g

ured subuequently.

2. Yer, since they are coneldsred to be synonywos. This Aganey
has net used the term “sesurity information" since 15 December 1953.

3. M is rvoughly ostimated that at least {5f of all documents ori-
ginated in this Agency ars claceifisd under mxscutive Order 10501,
There is 5o othoy suthority for the cleseification of inform tion as
defenss information or security informstion,

L and 5. lecaues of com tion of the Agemcy it would be very
sspensive and time eonpuedng 10 arrive et even & rough estimste of the
ef the three elasmificstions of doocuments crigimating in or
ressived by thie Azency.

: 6, (mly to the extent of iuterpreting the definition to include “pre-
Judicial to the intelligence activities of ths nation."”

f. It shodd be retained. f7here are varicus categories of informa-
tion hich are not sensitive encugh to maet a SFCEET classifieation bb
which would, if revealed to wauthorized sourcs, be prejudieclal to owr
intalligence ectivities,

8, It should not bs abolished,

$. If the classificstion of CORFIDESTIAL were abolished, it would
neosssitate en snlargeant of the definition of “FCHEY. This would tend
to weskan the dagree of protection now given to SECVET material because
of the incresse in volume,

s, & tveusndous burden from the standpoint of persnonel and
san-hows would be expsnded gince all material now classiflied as
CONFIDEEYIAL would have to b revliewsd and removed from the
CONFIDENTIAL categoly.
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10. Certain categeries of adainletrative docwnents regarding
persermel would be pgraded. Txamgples of downgrading would be non-
current and nobesensitive material se the pascage of time would permit.

31. Nougovertmental contractors in genersl do not feel that
regulations for dotumsnt clscsification as enforced by this igency
under the provisione of Zxseutive Order 10501, fection 1, hamper
thelr performance of Agency sontracts.

12, The sutherily to apply origimal elaseification has bem
deieghted through the satahlishment of a (lassification Uontrel Hat-
work ecasiating of sn Agewy Claesificstion Contrel Ofificer and Asaise
tast Claszificstion Control Cificers.

1). Fisase refer to jaregraph 3. of the cover letter.

lke Thers ir no appreciable difference in the percentage inci-
cated sbove for the fiald as agalrat departmental.

1§. e seourity classification as the snclosure with an "auto-
matis doungrading® to unclassified if the trammmittal letter containe
no olaeaified information.

16, 17, 18, and 19, 1% is believed that backgroumd information on
some of the probleme the Central Intelligence igency ham ancommtercd in
domgtrading and declassifying meterial might be helpful., Daring the ;
Iatter park of 1955 a survey was condusted of those major componsnts pro-
dusing songlated intelligence roports to determine what would be prined
by miwlng these rsporte for tim puposs of doungrading or declassifi-~

oatias, W discloped thdit in practically wxy instance com-
pleted intel) e reports cited classified individual documant sources.
Te review Lad intelligence reports, tkarafora, would firet reguirs

amaxmexmmﬁvam

The problem i Durther camdicatsd by the fact that in such & ieview the
sontrelling factor in mest imstances is the protection of intelligence
souress and nethods rather than the substantive covtent. . n this con-
neotisn there wore many intelligence reports originated during ‘erld war .:
thet are 28111 beld in a classified status becsuse of the necessity of jao-
tecting the sources.
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Purthermors, the fact that » selisse of intalligente docusmis rep-
resents the sompletion of a particdisr eollection effort does not in
wany isstences warrsat a declaprification or downgrading, The speeific
gperaticns through which this partisular infermstion was obtained may
still be astive or working om other eollection reqdrements.

Over and adove thess considerations on intelligencs studies and reports,
CIA is faced with an additioral pscarity problam in that practisslly all
of its administrative informetion pertieulsrly that eomneeted with (rgani-
sation fonctionss moeely, official titles, salaries, and oushers of per=
MWWMW&&»:&&MWW. This need is
sdzed in Section YIT of Publis Law 110, flst ‘ongresn, lst Fession
(19h9) which exwapts the Preney from the provisicns cf any other law re-
quiring the publicstion or disclesure of this type of sdministrative in-
foymation. The foraegoing, hewaver, does not prevent a comtinuing review

perfarm the fuwtions of reviowing clareified material for the purpose of
downgreding or declsssification. raldanse on 8 continwing btamis is fur-
nished to the Contrel Network by the CIA Massification Comtrol Cffleer
end also through the medimm of rgency reg datory wmatorial.

20. ¥Ne sdditionmal storage preblmms have resilted fron domgreding
or declsesificstion activitles. Wo sericus sdxipistrative prodlems have
bean envountered.

21, No sscurity problems have been ¢reated or inteneified &8 a res.dt
of dewngrading or doelassifieation sctivities.

#2. Reoipients of elassifled documants are notified whem euch documente
arve vagradsd., The igeney regulations raquire that the reciplmte wake the
sceiseyy changes on the doswwmis. The izemey Litrary reference scpy is
maried to refleet the cbange in elsspificetion,

£3. fmwanmmmmgmasny month comt of documents
or declaseificd; bowever, from Decamber 1953 to July 1956 approxi-~
mtaly 1,900 21k documents bave bemn downgraded and apiroximstaly 50 ClA
domaients have heen declassifled,
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2k. The Diwector has sesigned to the Chiefs of Agency Components
e responeibility for the designation of irsdietarmt Claseification lon-
o) Officers. These DIficars designate authorized classiflare or siproxi-
mataly 157 of total Agenty wmployees, and who are responsidble for the
eontinuing review of material for downgrading purposes.

5. The sotusl document roseived as UNILASEINIED or FUR OFFIZIAL
USY ONLY is not genexally claesified higher. Agemey documents produced
as » result of correlation, smalysis and integrstion of informstion from
sk docwments with other elassifisd documents usually require a higher
lasrificstion to Yo applicd to the newly preparsd docment,

26. If the document is obviously undorclessified, the matter would
be brought to the attentiom of the originater with suitable reemmmendation.

Z]. Fercentages rot avallaile, however, the number would be wary

L ]

g8, to. The clazmification of another Ageney or Covernment s
wrmally respected.

29, Freeutive Order 10501,

30, Ses paragraph 28.

R. and 32, Any dissgrosments iz the classification of dcuments rye-
saived fyom cuteide this Agency would b humdled on & working level basis,
and np central record of guch disagresments if sny would be maintained.

33, It is not poseible to give the mumber of classiflcetion changee
as ttagorized, but ow records do indicate that from the period 15 Ducem-
ber 1953 through July 1956, approximately BOO items were upgreded, approxi-

Ty l.%gaitm Mw&n downgraded and syyroximstely L50 items were com~
declacsd »

3. A1l recipients of clsssified matarial originated by this igency
amd on which the clasrificetion has besn changed or cancelled are miitabl v
sotified,

35. This Agency ilswuss formal notificstion of clersification changes.,

36, Nongoveriwefital contrectors, to our knowledge, have pot Lean

, red Ain their pe¥formancs of thi; Agemnyls ean%{a adey the provisions
of wtdve Order 10501, fectdom v (i),

37. See pAFrEgTaphs 15, 17, 18, and 19,

b

Approved For Release 2002/01/07 : CIA-RDP78-04718A002400350002-7




Approved For Release 2002/01/07 : CIA-RDP78-04718A002400350002-7

38. The Cantral Intelligence Agancy's high eperstional esecurity

mxﬁm for sustody and sale kesping of classified infermation
soms eswplaints but, to our imomledge, this has not hampered non-
M contractors in their performance of Agemey econtracts,

3%, Gessified information is disclossd only %o thoee athorised
individuale who roguire the information in the performance of their
official duties.

k0. Eeotdon 102, (d) (3) of the Naticmal Zeeurity Aet of 19L7,
se amended provides inter alis "That the Director of Jentra) Intelli-
genes shell be responsible Tor pretecting intelligence sources and
mothods from unmsuthorized disclosure.”

k1. 7This igeney, in addition to Executive Order 10501, is guided
by Fection 102. (d) (3) of the National fecurity Act of 19L7, ae smended.

k2. Intermal and extermal couriar service for TOP PFCYFT and deta
elassified FUCIET and below is performed by & regular organised courier
wit. However, rpocial courlers are designated as cporatiomal require-
nirrte m-

k3. App sccogTtability recomis of destruction are main-
tained ar veg by ?*xwatin {rder 10501, fection 9 (b},

Lli. Frior to ths time new employees commence their dutier with
this Agermy, thay recaive an intensive segrity indoctrinatien which
{swludes & briefing of their responsiblities under Zxscutive Crder 10901.

45, 46, snd h7. The Depurtment of Justics was infermally apwoached
by this igeney conceming prodlems which probably erw wiique to an intelll-
gooe orpanization, Certain documents previously elassifiesd "IZETHICTED®
were of sueh & mature that they could not be properiy claseified ®CONFIDIXTIAE®
Pt in thelr totality would repre mtintemﬁimmw coverags which
should mot becoms pudlicly availatle. In addition o documants though
wslaapifiod should give warning to thair users of the proeblems of eopyright
snd 1iel ishersut in such publiestions. This igemoy was inforselly advised
that Emecative Crder 10501 was not to be construed as a limitation which
would hampar its operaticns or the integrivy of its files. 7This igency
thersgen adopted the ume of the phrase "FUR GFFICIAL J°E ONLY" for the
protection of these types of information.

Approved For Release 2002/01/07 : CIA-RDP78-04718A002400350002-7




Approved For Release 2002/01/07 : CIA-RDP78-04718A002400350002-7

k. At the initiation of the contract & Securdty Cificer gives
the ocntractor a comprehensive swourity triefing at which tims the
eontrantor sigue s scowrlly agroement, The Seeurity Gfficer slong
with other Ageney pe¥ sl insofar as possihle aseiste the centractor
in setting up required securiiy measurss.

50, This Agency witkin the {ramework of earryiog ouwt its mizsion
har Ddly implemented the provisions of Fxucutive Urder JOSOL,
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